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The Lowy Institute for International Policy is an independent policy think 
tank. Its mandate ranges across all the dimensions of international policy 
debate in Australia — economic, political and strategic — and it is not 
limited to a particular geographic region. Its two core tasks are to: 

• produce distinctive research and fresh policy options for Australia’s 
international policy and to contribute to the wider international debate 

• promote discussion of Australia’s role in the world by providing an 
accessible and high-quality forum for discussion of Australian 
international relations through debates, seminars, lectures, dialogues 
and conferences. 

 

Lowy Institute Analyses are short papers analysing recent international 
trends and events and their policy implications. 

The views expressed in this paper are entirely the author’s own and 
not those of the Lowy Institute for International Policy. 
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EXECUTIVE SUMMARY 
Islamic State’s use of social media to disseminate its propaganda is 
generally well understood. What receives far less attention is how the 
group also uses the Western mainstream media to spread its key 
messages. Islamic State tailors the production and release of its material 
to the needs of mainstream media outlets and to the media cycle. The 
danger involved in sending Western journalists to Syria and Iraq has 
made the media more reliant on material produced by Islamic State. The 
group’s propaganda is often unwittingly used by the mainstream media 
in ways that serve Islamic State’s objectives.  

Islamic State’s propaganda effort is central to its ability to recruit new 
members, intimidate its opponents, and promote its legitimacy as a 
state. Countering that effort means more than just combatting it online 
and cancelling Twitter accounts. Counter-messaging efforts need to take 
place through the mainstream media as well as social media. The 
mainstream media also has a responsibility to treat Islamic State’s 
material more critically, including by providing more contextual coverage 
of the conflict in Syria and Iraq, and using less sensationalist or 
polarising rhetoric when it discusses terrorism. The adoption of better 
standards and practices can help the mainstream media to limit the 
appeal of Islamic State propaganda in ways that do not detract from 
media independence and the public’s right to know. 
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In 2005, Ayman al-Zawahiri, then al-Qaeda’s second-in-command, wrote 
to Abu Musab al-Zarqawi, the Jordanian leader of al-Qaeda in Iraq: 
“I say to you that we are in a battle and that more than half of this battle 
is taking place in the battlefield of the media.”1 

For the last two decades, al-Qaeda has used the internet to disseminate 
its ideology, collect intelligence on potential targets, and communicate 
with sympathisers around the globe. Their progeny, today known as 
Islamic State, has taken a more direct approach. The group has used 
violence as a central prop in a sophisticated propaganda campaign 
aimed at recruiting members and sympathisers and instilling fear in its 
opponents. More so than al-Qaeda, Islamic State has enlisted the 
Western media as a chief disseminator of its propaganda. It has 
captured the public’s attention and dominated news media. 

While the exact number of foreign fighters who have joined the ranks of 
Islamic State is not known, it is believed around 31 000 foreign fighters 
have travelled to Syria and Iraq to join Islamic State or other jihadist 
outfits including the Nusra Front.2 This includes roughly 1203 from 
Australia, 1200 from France, and around 800 from the United Kingdom.4 
Since declaring a Caliphate in June 2014, Islamic State or its 
sympathisers have carried out numerous attacks on foreign targets, 
most recently in Jakarta on 14 January 2016, Paris on 13 November 
2015, Beirut on 12 November 2015, and Ankara on 10 October 2015. It 
is, therefore, imperative to understand the forces generating sympathy 
for the group and the dynamics leading to its expansion in both numbers 
and reach. 

A great deal of attention has been focused on Islamic State’s use of 
social media. What is less often discussed is the way in which those 
social media messages and videos find their way into the Western 
media. Islamic State’s deliberate manipulation of traditional media 
channels presents new challenges and ethical dilemmas for media 
professionals and law enforcement officials. Governments have 
concentrated on blocking Islamic State’s social media platforms, while 
ignoring the role that traditional media is playing in publicising the 
movement’s actions and helping it obtain the recognition and legitimacy 
that it seeks. 

It is important that we understand the role of Western media in Islamic 
State’s recruitment and propaganda strategy in order to limit the spread 
of its messages. Islamic State cannot be defeated using military means 
alone. Traditional media outlets have a responsibility and an opportunity 
to frame the public’s interpretation of Islamic State more objectively, to 
expose the weaknesses of its narratives, and to take a more critical view 

…it is believed around  
31 000 foreign fighters 
have travelled to Syria 
and Iraq to join Islamic 
State or other jihadist 
outfits… 
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of its military and other claimed successes. Traditional media can also 
be harnessed as an effective platform for counter-messaging. 

This Analysis examines how Islamic State utilises both traditional and 
social media in Western countries. It outlines what Islamic State is trying 
to achieve through its propaganda efforts and how Western 
governments and media organisations have responded. It also offers 
recommendations as to how that response can be improved in a way 
that protects the public’s right to know while avoiding sensational 
coverage that furthers Islamic State’s agenda. 

WHAT ISLAMIC STATE’S MEDIA ARM  
IS TRYING TO ACHIEVE 
Islamic State’s media effort has a number of aims that target both 
sympathetic and hostile audiences. One goal is to recruit supporters. 
This includes individuals who might travel to Iraq and Syria to fight for 
Islamic State, as well as those who remain in their home countries and 
support the movement by raising funds or carrying out acts of terrorism. 
A second goal is to generate fear among its opponents, which has very 
specific advantages on the battlefield. A third goal is to assert its 
legitimacy and gain acceptance of its status as a state. None of these 
objectives can be achieved without widespread publicity. 

The main media arms of Islamic State include the al-Hayat Media 
Center, the al-Furqan, al-I’tisaam and Ajnad Media Foundations, and the 
A’maq News Agency. Since mid-2012, the group’s prodigious 
propaganda output has ranged from feature-length videos, social media 
networks, published newspapers, and a glossy magazine — Dabiq — 
through to radio programs and smartphone apps. Content has been 
produced in English, Arabic, Russian, Urdu, Turkish, and even Hebrew. 
The group has also staged made-for-media terrorist events, such as the 
spectacles of beheadings, which specifically target Western audiences. 
Al-Hayat has also produced hundreds of films, including feature-length 
series such as Clanging of the Swords, Parts I, II, III and IV and Flames 
of War: Fighting Has Just Begun. Other films focusing on military 
operations, recruitment appeals, and depictions of social order and civic 
governance in Islamic State territory are also prolific. 

Unlike extremist propaganda videos of the past, which were often 
unsophisticated productions featuring terrorist leaders making long and 
boring sermons, Islamic State’s videos are of a high quality. They use 
cinematic production techniques, Hollywood-style special effects,5 
‘immersive’ video game-style media,6 and dramatic, apocalyptic 
narratives to draw the viewer’s attention and secure media coverage. 
The material is available online and disseminated on social media 
through a network of supporters on Twitter, Facebook, YouTube, 
Ask.fm, Kik, and Tumblr. It is from these social media sites that material 
is often picked up by mainstream media outlets. 

Unlike extremist 
propaganda videos of  
the past…Islamic State’s 
videos are of a high 
quality. 
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Islamic State deploys various forms of marketing techniques to recruit 
members and sympathisers. Recruitment and propaganda videos 
typically focus on three main narratives: persecution, utopianism, and 
brutality.7 Often the propaganda videos incorporate all three narratives. 

Persecution narratives feature prominently in Islamic State propaganda. 
Islamic State has capitalised on disgruntlement among Sunni Muslims in 
the Middle East, who it argues are suffering at the hands of ‘Nusayri 
apostates’, a derogatory term used for Iranian-affiliated regimes in Syria 
and Iraq. Islamic State’s propaganda material also tries to tap into any 
resentment among Sunnis living in the West. Their videos often portray 
Muslims, and particularly children, being killed as a result of coalition air 
strikes in Syria and Iraq. In other cases they attack Western values and 
appeal to a Sunni Muslim sense of identity and purpose by using images 
and messages of camaraderie and brotherhood. Religious edicts issued 
by Islamic State authorities are also used to deliver messages of duty 
and obligation to help build Islamic State’s self-styled Caliphate. 

Increasingly, Islamic State’s recruitment videos portray daily life in the 
Caliphate in idealised terms, promoting an image of a perfectly 
functioning society where Muslims live happily in accordance with their 
Islamic principles. These videos frequently show happy children, 
effective governance, sophisticated infrastructure (such as hospitals), 
and agricultural production. Often these utopian videos will include 
testimony from Western recruits who detail the benefits of their 
new-found home in a bid to entice educated professionals to Islamic 
State’s ranks. Australian pediatrician Tareq Kamleh, who left Australia to 
work as a doctor with Islamic State in the Syrian city of Raqqa, is one 
example. In a 15-minute video recorded in what appeared to be a state-
of-the-art hospital, Dr Kamleh extolls the virtues of life in the Islamic 
State and encourages other doctors to join.8 The video depicts a sense 
of normalcy, cleanliness, and peacefulness far removed from the war 
zone imagery commonly featured in past Islamic State videos. 

Another category of propaganda videos focuses on Islamic State’s 
achievements on the battlefield and presents an exaggerated sense of 
its strength and success. Images of dead Syrian soldiers and militiamen, 
military parades, training camps, artillery, and battlefield scenes work to 
raise the morale of sympathisers, excite adventurists, and intimidate 
opponents. The intention is to present an image of an ordered and 
formidable state with successful military, political, social, and economic 
institutions. 

Videos that emphasise the brutality of Islamic State towards its 
adversaries, particularly the carefully constructed execution videos, 
attract the most attention and serve multiple objectives. Among 
sympathetic audiences, the videos are intended to capture the 
imagination and gratify susceptible and violence-prone individuals, and 
promote an image of triumph and invincibility. They reinforce the 

Recruitment and 
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narrative of persecution by promoting the idea of divine and sanctioned 
retribution against the ‘unbelievers’ who have waged a war against the 
true Islam. Among hostile audiences, the videos demonstrating the 
group’s brutality are aimed at intimidating local populations and 
discouraging dissent.9 They are designed to spark outrage and elicit 
responses from international opponents. 

Islamic State dedicates greater production expertise and resources to 
videos depicting the execution of Western captives, recognising the 
added currency such videos have in the international media.10 
Nevertheless, the videos showing the execution of Arab or Muslim 
captives also play an important role in Islamic State propaganda. The 
video depicting the burning of the captured Jordanian pilot Muadh 
al-Kasasbeh, released in February 2015, is a prime example of a video 
serving multiple propaganda objectives, aimed at both supporters and 
opponents. The shock value of a new form of execution assured 
widespread coverage, provoking outrage in the international media. The 
video was packaged in a five-minute ‘documentary’ that included an 
interview with the pilot before his death. His role in the coalition air 
campaign against Islamic State was interspersed with graphic images 
and special effects depicting Muslim victims of the coalition campaign. 
The video was carefully timed, its release coming shortly after news that 
Jordan, the United Arab Emirates (UAE), and Kuwait had joined the 
coalition. In response, Jordan stepped up its involvement in the 
anti-Islamic State campaign, drawing the country deeper into the conflict 
in Syria, and executed two Islamic State-linked jihadists.11 The UAE, 
meanwhile, suspended its role in the coalition air strikes.12 

All material disseminated by Islamic State is tightly controlled. Content is 
branded with the Islamic State logo and the group has recruited skilled 
media professionals from the West to assist in the dissemination of its 
propaganda in multiple languages. It has also used some of its captives 
for that purpose. British journalist John Cantlie is believed to have been 
captured in February 2015 and ‘employed’ as an English-speaking ‘news 
reporter’ covering Islamic State, presumably under duress. He has 
fronted stories providing an exaggerated account of Islamic State military 
victories and exploits.13 Following the death of Mohammed Emwazi, the 
UK national dubbed ‘Jihadi John’, in November 2015, Islamic State 
placed a balaclava-clad militant with a British accent in the same role. 
That individual, believed to be Siddhartha Dhar, was broadcast 
overseeing the execution of five accused spies and mocking UK military 
operations in Syria. An added advantage of using English (and more 
recently French) spokespeople is that they can develop a celebrity status 
among Islamic State supporters. 

All material disseminated 
by Islamic State is tightly 
controlled. 
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HOW THE MEDIA COVERS ISLAMIC STATE 
To achieve its objectives of attracting recruits, instilling fear, and 
asserting its legitimacy as a state, Islamic State needs publicity. Its 
brutality and violence are tied to this end. The act of terrorism is first and 
foremost an act of communication.14 But while Islamic State has 
developed its own means for communicating its propaganda, it relies on 
Western media reporting to amplify its message. 

Stories on Islamic State consistently rank highly on lists of the most read 
and most viewed news items.15 Islamic State often trends on global 
search engines. The dramatic and often brutal nature of the footage that 
the group publishes, the mystique surrounding the young Western men 
and women it has been able to draw into its ranks, the dramatic 
advances and redrawing of borders, along with the portrayal of the group 
by some Western leaders as the ‘number one evil of our time’ interests 
audiences.16 The Islamic State group has become unavoidable for even 
a casual news consumer. 

This saturation coverage also helps Islamic State to achieve a stature it 
does not deserve, and helps it to recruit new members and instil fear in 
its adversaries. Unwittingly, the Western media has become an 
accomplice to Islamic State’s aims. Indeed, the process is somewhat 
self-perpetuating: driven by fear and fascination the public demands ever 
more news on the group and its activities. 

As audience demand has increased, so too has the Western media’s 
reliance on Islamic State material as a primary source. Because of the 
dangers involved in reporting from Syria and Iraq, mainstream media 
outlets are no longer willing to send journalists into the region.17 As a 
result, media outlets have become dependent on videos and images 
produced and released by Islamic State. Consequently, Islamic State 
has been able to exert significant control over the way in which it is 
depicted. There is almost no way to verify the information first-hand, 
meaning reports about Islamic State often rely on material released by 
the group itself. 

Moreover, the group has been highly effective in silencing dissenting 
voices, killing journalists and activists critical of its rule.18 The absence of 
credible voices questioning Islamic State’s authority means there is little 
accurate information available on the reality of life inside its territory.19 

As one news editor noted to the author, the decision to use Islamic 
State-produced material is driven by the absence of ground reporters 
and the easy availability of high-quality broadcast material produced by 
Islamic State.20 Television news broadcasters face a particular challenge 
in this respect. Islamic State releases ‘made-for-television’ products that 
are easily accessible and attractive to Western media outlets. Images 
and videos have high production values. The group uses stylistic devices 
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and editing techniques that make ‘grabs’, overlay, and still photographs 
quick and easy to assemble and republish. 

Islamic State has also proven adept at tailoring its media releases to 
Western news cycles. High-impact videos demonstrating the group’s 
brutality are often released after military setbacks in order to steal 
attention from potentially negative coverage, or during lulls in other 
international news in order to ensure Islamic State dominates the 
headlines. This indicates a carefully considered public relations strategy 
and a keen understanding of how to maximise exposure. 

The appetite for Islamic State news has also frequently resulted in the 
publication of threats or boasts made by foreign fighters without any 
apparent news value. Self-serving tweets or Facebook posts from 
foreign fighters have become news stories in themselves. While it may 
be newsworthy when an Australian foreign fighter dies, or reveals his 
involvement in a war crime, or is connected to a terrorist plot, other news 
stories are often little more than ‘Australian jihadist tweeted’. For 
example, the Daily Mail has made multiple stories out of an Australian 
Jabhat al-Nusra fighter posting a video of himself firing a gun.21 Other 
outlets have treated the creation of a Facebook page by an Australian 
Islamic State member as news. This type of coverage could boost 
Islamic State recruitment, because it makes becoming a foreign fighter a 
guaranteed path to fame. 

The inability to adequately verify information has in some cases resulted 
in Islamic State propaganda being reported as fact. For example, in 
testimony to the US House of Representatives in October 2015, Daveed 
Gartenstein-Ross from the Foundation for Defense of Democracies 
referred to Islamic State’s claim to have taken over the Libyan city of 
Derna. A number of media outlets reported uncritically that the group 
controlled the city whereas in fact the movement merely had a presence 
in the city. It took many days for this mistake to be corrected.22 Similarly, 
several news agencies reported a claim that Islamic State had 
developed a nuclear weapon.23 The claim was based on a single source, 
a lone Islamic State supporter boasting on Twitter after publication of the 
claim in the Islamic State’s own Dabiq magazine. The claim was later 
debunked. 

HOW THE MEDIA IS RESPONDING 
As the threat from Islamic State has evolved, so have media practices in 
dealing with the group. News editors and broadcasters have become 
aware of attempts by Islamic State to manipulate their outlets and some 
have adopted in-house policies to mitigate the propaganda objectives of 
Islamic State-produced material.24 Media outlets have responded to this 
manipulation in three main ways: flagging the material as propaganda; 
omitting graphic content that may cause harm and offence; and refusing 
to broadcast specific threats against Western countries. 

The inability to 
adequately verify 
information has in some 
cases resulted in Islamic 
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Nonetheless, editorial policies have largely been ad hoc and to date 
there is no standard set of guidelines on how to cover and report on 
terrorist activities. Moreover, most media outlets have commercial 
imperatives and the reality is that sensational news about Islamic State 
sells newspapers and advertising. The resulting tension is not always 
resolved in favour of the public interest, as news outlets continue to 
publish sensational, dramatic, and terrifying content.25 

In France, television broadcasters have adopted a policy of marking or 
‘tagging’ any Islamic State material as ‘propaganda’ in almost all 
instances. Logos and text identifying the material as Islamic State-
produced are blurred or edited out in an attempt to avoid promoting the 
group further. Governments have advised news outlets in the United 
Kingdom, France, and Australia to adopt the derogatory acronym 
‘Daesh’ to describe the group, although this is not always practiced. 

News outlets in the United Kingdom and Australia omit or blur more 
graphic or violent content. However, the justification for this complies 
with standard practices to avoid potential harm and offence, rather than 
mitigate potential propaganda value. ABC News, BBC News, France 24 
and other major broadcasters use selected frames that do not show the 
moment of death to avoid unnecessary offence to the victims’ families 
and to preserve the dignity of victims in death. In the case of the 
beheading of James Foley, most news outlets chose to publish screen 
shots of the Islamic State video release, A Message to America, omitting 
the image of Foley with a knife to his neck before the moment of death, 
citing the need to inform without causing unnecessary trauma.26 

However, there were some exceptions. The New York Daily News, for 
example, published a photograph on its website which, although 
pixelated, showed Foley’s decapitated head resting on his back. In the 
case of the video of the Jordanian pilot burned to death, Fox News was 
the only mainstream media outlet to publish the video in full. In a 
statement, Fox News executive editor John Moody said that: 

“After careful consideration, we decided that giving readers of 
FoxNews.com the option to see for themselves the barbarity of 
Islamic State outweighed legitimate concerns about the graphic 
nature of the video.”27 

Still, as media outlets have become more aware of the intent behind 
Islamic State’s videos, many have started to exercise even greater 
restraint by showing less of the material or reporting on the act itself 
without using images from the propaganda clips.28 The Guardian has 
adopted in-house policies regarding publication of Islamic State 
propaganda material. These include: not using video and avoiding 
pictures that glamorise the perpetrator; only using closely cropped still 
pictures of the hostage(s) from the video and using them downpage in 
the web article to avoid it appearing on fronts; and where possible using 
a picture of the hostage(s) in another context rather than in captivity.29 

…editorial policies have 
largely been ad hoc and 
to date there is no 
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Despite such efforts to be more discriminating in the use of Islamic 
State’s material, there are still ways in which the media continues to help 
promote Islamic State’s propaganda objectives. Even if they do not show 
them in their entirety, media reporting of videos often directs readers or 
viewers to the original online source, giving it a wider currency. Editing 
‘moment of death’ content in Islamic State videos does not necessarily 
reduce the dramatic impact of these videos. The testimony from victims, 
the ideological sermons of the executioner, and the sense of foreboding 
created by the knowledge that viewers know what is about to happen 
can have as much of an effect on audiences as the actual violence itself. 

The media is also typically less selective and discriminating in its use of 
videos that focus on the idealised nature of life in the Caliphate, given 
their less graphic nature. For example, the propaganda video depicting 
Australian doctor Tareq Kamleh urging other Australians to join Islamic 
State as nurses, doctors, and civil servants was run in full by many 
media outlets without tagging the material as propaganda or disclosing 
its source.30 

It might be argued that the impact of the widespread coverage of Islamic 
State by the Western media is balanced by the typically negative 
portrayal of the group. But this too can work in Islamic State’s favour. 
Describing the group as ‘barbaric’, ‘brutal’, or ‘sick’ helps Islamic State’s 
objective of instilling fear in Western audiences. Nor does simply 
condemning the group’s violence restrict its appeal to individuals at risk 
of radicalisation. In fact, it may even contribute to legitimisation of the 
group and glorification of its image.31 For those already sympathetic to 
the group, condemnation of Islamic State and its philosophy may only 
serve to harden their beliefs and reinforce their marginal social identity. It 
will also reinforce their tendency to seek alternative narratives through 
social media and other more radical avenues. 

This should not be mistaken as an argument in favour of a less 
condemnatory treatment of Islamic State by the Western media. But 
what is certainly needed is a more critical view of Islamic State’s claims 
and propaganda. Media reports that reflect the reality of life under 
Islamic State rule are more likely to dissuade would-be recruits from 
joining the group than simple, lurid condemnations.32 In this case, using 
greater reporting of the views of defectors and returnees can play an 
important role. However, in the United Kingdom, France, and Australia 
there is limited scope for these voices to be heard given the threat of 
returnees being arrested, prosecuted, and jailed on return under 
counterterrorism laws.33 Faced with prosecution for their involvement in 
the war, there is little incentive for defectors to speak out. Australian 
counterterrorism police have stated that there is potential value in using 
defectors and returnees through the media to dissuade other would-be 
jihadis from joining.34 

…there is potential value 
in using defectors and 
returnees through the 
media to dissuade other 
would-be jihadis from 
joining. 
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There is also disproportionate coverage of violence committed by 
Islamic State as opposed to violence committed by the regime of 
Bashar al-Assad and his allies. In the first six months of 2015, the 
Assad regime killed more than six times the number of Syrians than 
Islamic State, yet the majority of these crimes went unreported.35 A 
simple Google search of news results reveals more than double the 
number of hits for ‘Syria ISIS’ than for ‘Syria Assad’. Media outlets 
have said that the routine nature of Assad’s crimes make these 
deaths less newsworthy.36 But this risks feeding a perception among 
Muslims that Western governments and Western media are 
collaborating in a campaign against Sunni Muslims. 

GOVERNMENT AND CORPORATE RESPONSES 
In accordance with Margaret Thatcher’s famous statement, in relation to 
the IRA, that “we must starve terrorists of the oxygen of publicity”, 
governments are now moving to try to prevent Islamic State messaging 
from reaching the public. Along with media self-regulation, governments 
and corporations have censored social media and attempted to silence 
journalists in the interest of national security. But while government and 
corporate responses have tended to focus on social media, there has 
been little in the way of regulation, or self-regulation, of the press. 

Social media corporations have responded to the emergence of Islamic 
State by working with governments to suspend the accounts of Islamic 
State supporters on Twitter, YouTube, Facebook, and other social media 
sites. In August 2014, Twitter CEO Dick Costolo announced that any 
users who shared graphic images relating to the beheading of James 
Foley would have their account suspended.37 And while Twitter has not 
publicly released the number of accounts suspended each day, reports 
suggest the figure could be upwards of 2000 accounts per week.38 

Europol also recently launched a special taskforce, the European Union 
Internet Referral Unit, tasked with shutting down accounts and removing 
extremist propaganda from social media.39 In 2010, the United Kingdom 
opened the Counter Terrorism Internet Referral Unit that works with 
company partners to remove content from the internet that glorifies or 
incites acts of terrorism.40 The British Army has created a special unit to 
conduct non-lethal warfare against Islamic State with a focus on 
combating its online narratives.41 

The effectiveness of these efforts is questionable. For every account 
that is suspended, new or repeat accounts pop up. Between 
September and December 2014, 46 000 Islamic State supporters 
(each with an average number of 1000 followers) were not only active 
on Twitter, they were more active than the average Twitter user.42 
Accounts that are shut down are reopened quickly under new names, 
gaining more followers and even acquiring a degree of added 
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legitimacy and celebrity among followers for the very fact that they 
have been deemed an enemy of the West.43 

Efforts to curb Islamic State’s use of the mainstream media have also 
varied in their effectiveness. The UK Parliament has moved to 
strengthen media watchdog Ofcom’s powers to take action against 
broadcasters who air extremist content. Under the new laws, Ofcom will 
be empowered to vet news and documentary material that could be 
deemed to be inciting hate, and prevent extremist material making it to 
air. The bill has raised concern that the new powers threaten editorial 
independence and fundamental freedoms of expression.44 

Any government effort to limit Islamic State’s appearance in the 
mainstream media will, however, be undermined by the inflammatory 
rhetoric that political leaders have sometimes used in relation to the 
group. Former Australian prime minister Tony Abbott described Islamic 
State as a ‘death cult’, telling a summit meeting in June 2015 on 
countering violent extremism that “Daesh is coming if it can for every 
person and every government with a simple message: submit or die”.45 
Britain’s David Cameron has described the group as an “existential 
threat” to the British way of life.46 Speaking about Islamic State in such 
terms not only helps to keep it in the media but helps Islamic State to 
instil fear in its audiences. It also grants the group a significance that it 
really does not deserve. 

Similarly, rhetoric that appears to link Islam or the broader Muslim 
community with Islamic State’s acts of terror reinforces key elements of 
the group’s propaganda. Such rhetoric can have a polarising effect, 
damaging relations between Muslims and the non-Muslim community. 
Islamic State preys on feelings of alienation in Western society. Divisive 
rhetoric reinforces those feelings of alienation and feeds into Islamic 
State’s “‘grand narrative’ according to which the West has embarked on 
a war against Islam and — by extension — a ‘war against all 
Muslims’”.47 Islamic State anticipates the shock and horror that its 
attacks and videos provoke, as well as the public debates surrounding 
freedom of speech, censorship, and the right to offend that follow. This 
contributes to a reductive and binary ‘us versus them’ ethos that pits 
freedom of speech against all Muslims in a way that benefits Islamic 
State.48 Anything that reinforces alienation among target audiences will 
make Islamic State’s work easier. 

Increasingly there is recognition of the importance of not reinforcing 
Islamic State’s rhetoric. Prime Minister Malcolm Turnbull has warned 
about the dangers of hyping or lending credibility to the Islamic State 
strategy and of becoming “amplifiers of their wickedness and 
significance”.49 A former head of Britain’s Secret Intelligence Service, Sir 
Richard Dearlove, has argued that governments and the media have 
blown the threat out of proportion, arguing that Islamic State fighters 
were getting more coverage than in “their wildest dreams”.50 It is still too 
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early to judge what impact these calls will have both on the rhetoric and 
reporting of Islamic State. 

COUNTER-MESSAGING 
Placing limits on Islamic State’s ability to get its message out on social 
media or in the mainstream media will have mixed results at best. A key 
part of any effort to respond to Islamic State’s propaganda, therefore, 
has to be counter-messaging. 

This is still an experimental area and the effectiveness of current 
measures is difficult to evaluate. However, there is already some 
evidence to suggest that conveying the reality of life under Islamic State 
and hearing from more ‘legitimate’ voices in the community may have a 
more powerful effect in repudiating Islamic State messaging and 
dissuading would-be radicals from joining the group than simply shutting 
down these voices. 

In the United States, the Center for Strategic Counterterrorism 
Communications (CSCC) has been established within the State 
Department to coordinate and amplify counter-messages to extremist 
propaganda that resonate with those who might be attracted to Islamic 
State messaging. The unit has launched a number of campaigns aimed 
at exposing the harsh realities of the war. In September 2014, the State 
Department launched the ‘Think again, turn away’ Twitter campaign, 
which mimicked and mocked Islamic State messaging with images of 
dead jihadis and highlighted Islamic State atrocities. The most 
controversial release in the series was a video, Welcome to Islamic 
State Land, which depicted graphic images of Islamic State atrocities, 
including severed heads and prisoners shot at point blank range.51 The 
video received close to one million views on social media.52 The 
campaign focused on countering the Islamic State message that 
Muslims were being slaughtered by the West and by the Assad regime 
by showing that Islamic State was also killing Muslims.53 

The London-based anti-extremism organisation Quilliam Foundation 
launched a new social media campaign, #notanotherbrother, in July 
2015. The campaign includes a YouTube clip aimed at members of the 
Muslim community who may be vulnerable to Islamic State messaging, 
providing a counter-narrative to the utopian propaganda of Islamic 
State.54 

In Australia, the government has allocated $21.7 million to undermine 
extremist propaganda by reducing access to extremist material online 
and empowering community and civil society voices that combat terrorist 
narratives.55 The Australian Defence Force has started a pilot program, 
a Twitter handle @Fight_DAESH, which describes its goal as “correcting 
false information disseminated on Twitter by DAESH and its 
sympathisers”, to debunk messages promoting Islamic State successes. 

In Australia, the 
government has 
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There are challenges for any counter-messaging campaign efforts. Often 
the counter-messages cannot compete with the more dramatic, 
shocking, bloody content that Islamic State produces and that is 
attractive to media outlets.56 Meanwhile, messages that appear to come 
from government channels have less resonance among at-risk 
individuals.57 One of the greatest challenges has been the significant 
absence of mainstream clerics prepared to speak publicly to counter the 
message of those promoting intolerant visions of Islam. But the problem 
does not only lie at the feet of Muslim community leaders. As one 
prominent Australian Muslim community representative noted to the 
author, there is also a disabling lack of trust between governments, 
police and the press, and the local Muslim populations.58 One reason 
that Muslim leaders have been unwilling to speak to the media is the 
view that this would simply reinforce the tendency of the mainstream 
media to equate Islam and Muslims with terrorism.59 

There are also some practical challenges that limit the effectiveness of 
any counter-messaging campaign. The West’s military campaign in Iraq 
and Syria has focused on Islamic State and other terrorist groups. But 
many Sunni Muslims share Islamic State’s antipathy towards regimes in 
Syria and Iraq, even if they don’t share the group’s ideology. This makes 
it difficult to counter Islamic State’s messages that the West has 
effectively sided with these regimes. This is reinforced by the media’s 
tendency to focus on military actions over other types of activity. As 
one UK official complained to the author, despite allocating more than 
600 million British pounds in humanitarian aid and development to Syria, 
“positive stories” have failed to garner international media attention, 
while “anything Islamic State does gets reported”.60 

HOW SHOULD THE MEDIA RESPOND? 
The rise of Islamic State and its sophisticated propaganda machine 
presents real challenges for media professionals, media organisations, 
and governments. In the digital arena, where the network of Islamic 
State’s online supporters continues to expand, attempts to completely 
silence this network will continue to fail. Likewise, in societies that still 
value press freedoms, a complete media blackout on all Islamic State 
activities is neither desirable nor achievable and risks curtailing the very 
media freedoms, a pillar of the democratic system, that Islamic State 
takes aim at. 

It is unreasonable to expect news media to stop reporting on Islamic 
State entirely; after all, the public has a right to know details about the 
threat the group presents. However, media reporting of Islamic State 
needs to strike a balance between keeping the public informed and 
gratuitous coverage. Careful consideration needs to be given to what the 
media reports and how. 

It is unreasonable to 
expect news media to 
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In 2004, the Australian Press Council developed advisory guidelines for 
the use of religious terms in headlines. The Council advised against the 
constant linking of Islam to terrorist groups, which can contribute to the 
lack of trust that exists between the media and the Muslim community in 
Australia. An expanded set of guidelines should, however, also be 
adopted in the face of the new threat posed by Islamic State. These 
should include recommendations on the use of Islamic State-supplied 
material and the terminology used to describe it. Guidelines on the 
reporting of suicides aimed at discouraging other people from taking 
their own lives, and encouraging them to seek help, could be adapted to 
reporting of terrorism, particularly with regard to reports on people 
leaving the country to join Islamic State.61 

As it stands, Islamic State propaganda continues to be reported as a 
reliable source, meaning susceptible recruits will digest it as Islamic 
State intends. As a matter of ethical practice, media outlets should 
exercise extreme caution when reporting Islamic State activities and 
cease publishing any material, including all photos and videos, that was 
purely produced for the purposes of propaganda. They should treat 
Islamic State material in the same way they would treat broadcast 
images or video handouts from public relations firms. Television 
broadcasters in particular should find alternative means to illustrate their 
stories about Islamic State activities. At the very least, broadcasters and 
publishers should tag propaganda material as such. 

The need to exercise greater care in dealing with Islamic State’s 
propaganda efforts does not just rest with the media, however. Political 
leaders and community representatives also need to be careful that their 
rhetoric does not do Islamic State’s work for it. This is important in and of 
itself. But it is also important in terms of the media’s treatment of the 
group. The way that people speak about Islamic State also affects how 
the media report on it. 

As our understanding of Islamic State’s recruitment methodology has 
evolved, governments are increasingly turning to preventative 
approaches to radicalisation. Harnessing counter-messages that 
repudiate invalid and exaggerated claims by Islamic State has been 
central to these efforts. To date, however, these efforts have been 
hindered by the fact that counter-messages from government sources 
have little resonance with at-risk individuals and little appeal to the 
media. 

The role of the media as a platform for counter-messaging has so far 
been underutilised. When Islamic State claims are made, intelligence 
material provided by governments to the media could help to debunk 
them, helping the press to verify and provide greater context in its 
coverage. To do this, however, a lot more work will need to be done to 
build trust between the media and government on these issues. It will 
mean, on the one hand, a greater willingness and transparency on the 

The role of the media as 
a platform for counter-
messaging has so far 
been underutilised. 



 ISLAMIC STATE PROPAGANDA AND THE MAINSTREAM MEDIA 

 

 15 
 

part of government agencies to share information on Islamic State with 
the media. But it will also require, on the other hand, media to have faith 
in the accuracy of the information that is being provided to them. 

Defectors and returnees from Islamic State are a growing phenomenon, 
and their stories can be used as a powerful tool in the fight against the 
group. Disillusioned fighters and those who can testify about the harsh 
reality of life under Islamic State can help to undermine the legitimacy of 
Islamic State’s religious and military claims. Governments can assist in 
getting these messages out by providing defectors and returnees with 
opportunities to speak out about their experiences and removing legal 
disincentives to going public. Closer coordination between the media 
and law enforcement agencies could work to this end. Rather than 
attempt to silence these voices, it is important to harness the 
mainstream media as a platform for debate and an opportunity to 
contradict and repudiate Islamic State narratives, as well as to assess 
the responses of governments. 

CONCLUSION 
Islamic State has a clearly defined strategy to manipulate the Western 
media to serve its propaganda objectives. It seeks to enlist the media to 
help it disseminate its key messages. Because of the dangers of sending 
its own reporters into Syria and Iraq, the media has become dependent 
on Islamic State material. The newsworthiness and shock value of 
Islamic State’s acts mean it will continue to command coverage and 
attention. Political leaders, community representatives, and media 
outlets that talk up the threat posed by Islamic State also help the group 
to achieve its propaganda goals. In particular, inflammatory reporting 
about the Muslim community in the context of terrorism has also had a 
polarising effect, reinforcing Islamic State’s messages. 

There are a number of things that can be done, however, to limit the 
effectiveness of Islamic State’s propaganda campaigns. This includes 
more thoughtful and responsible use of Islamic State publications and 
videos by the media and the use of less sensationalist and divisive 
rhetoric by political leaders and media representatives. Greater effort 
also needs to be put into counter-messaging. In this regard, using 
defectors or disillusioned returnees to communicate the reality of life in 
Islamic State’s so-called Caliphate holds particular promise offering 
Islamic State real competition in the shaping of its image. 
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